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This information is being provided to help our customers

configure their networks and prepare for installation of

destination clients within their infrastructure.

Connectivity

LIFENET Applications make connections to the LIFENET
System server by making outbound requests using TCP

and TLS protocols using remote port 443. The destination
applications make requests to the server using the SOAP data
method to determine if new data exists for the destination
application. The applications then pull the data to the
destination and present it to the user in different methods
depending on the type of destination and its configuration.

Network configuration

Internet access is required for the LIFENET System to

be able to function properly. Network security systems
may need to be configured to properly allow the LIFENET
destination applications to communicate to the LIFENET
System. There are many methods to secure a network that
is connected to the internet. In order to help our customers
successfully implement the LIFENET System in their
networks, the following information should be considered.

For all solutions, it may be necessary to know details about
where the LIFENET System is on the Internet. The FQDNs
for the LIFENET System are https://www.lifenetsystems.com.
There are two IP subnets for the LIFENET System. They are:

1. 209.67.69.176 255.255.255.240 or a 28 bit mask
2. 209.67.72.32 255.255.255.224 or a 27 bit mask

The system is co-located at a Cyxtera™ facility.

LIFENET System properties

Protocol HTTPS

Connection TLS 1.0, 1.1, 1.2; 128 bit or higher
encryption; RSA 2048 bit or ECDSA 256
bits key exchange.

Address/URL https:/www.lifenetsystems.com/

Pool server address https://pool.lifenetsystems.com

Workstation requirements

LIFENET System destination applications can be installed
on existing workstations at your facility by users with
administrative rights to that workstation. The workstations
will need to have .Net Framework 4.6.2 Microsoft Service
Pack requirements will vary depending on the destination
client being installed. Operating systems requirements will
also vary depending on the destination client being installed.
You may request this specific information from your
LIFENET System sales or implementation representative.
Clients support Microsoft® Windows® 7, 10 Operating
System or higher.

Other

Email filters may need to be set to allow emails
originating from web@]lifenetsystems.com.

Additional support

For additional questions, please contact Stryker
Data Solutions Technical Support at 800 732 3081
or solutionssupport@stryker.com
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